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Digital Forensic Capturing Process

Introduction Stage - Step 1
* Assess Needs & Expectations of Client
* Develop Timeframe and Scope
* Determine Environment
* Determine Necessary Equipment

Preparation Stage - Step 2
* Schedule On-Site/Capture Time
* Ensure Availability
* Secure Environment
* Review Needs & Priorities
* Develop Execution Plan

Execution Stage - Step 3
* Data Collection Tech’s On-Site (2 minimum)
* Set-up Data Collection Equipment
* Photograph Environment
* Break down Environment
* Break down Computer
* Image Drive
e Verify Drive Image
* Re-Build Computer
* Re-Build Environment
e Power-up & Test Computer (as needed)
* REPEAT AS NECESSARY
» Pack up Data Collection Equipment
* Clean Up Environment
* Leave
* Report to Client on Exit

Additional Services Offered:

Process Media Images

Report Findings

Analyze Media for Specific Files/Folders/Evidence

The Lorenzi Group is a full service, New England based provider of Digital Forensic Services.
We assist clients during the acquisition and imaging, processing, analyzing, and reporting and
testifying process of digital evidence management. Born out of an expressed need by attorneys
for a reliable and professional digital forensics team, we work with companies and firms across
the country bringing them the evidence they need. If you would like to learn more about us, the
processes and equipment we use, or how to utilize our services, we would enjoy hearing from
you. Please visit our Web site at www.thelorenzigroup.com. We can be reached directly at
1-866-632-9880 or by email at info@thelorenzigroup.com.



